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UWCTOYHUKU KUBEPYI'PO3

» MNPAKTUKA NPUHATUA ycnosuu » NEPEOAYATI no
NONb30BaTEMLCKOrO COrMaLleHns Mo yMon4aHiuio He3allMLLIEHHbIM KaHanam CBs3u
» XULEHME NA » UCNOIIb3OBAHUE

reonoKaLnOHHbIX CEPBUCOB

» WUCTMOJNb30BAHMUE «cepbix» MOBUMbHBIX
NPUNOXEHUK » PACMNPOCTPAHEHME I[ B OTKpPbITbIX

UCTOYHMKAX
» OULLIUHI
» OBLIEHWUE ¢ BupTyanbHbIMK OpYy3bamu

» MNOBCEMECTHOE UCNONb3OBAHUE
BUAEOHabnaeHus
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NOCNEACTBUSA KUEEPYTPO3

DYBER, &%

SEI:IIHJT{?.

o MPUCBOEHME NIWYHOIO UMYLLECTBA o TlpuHyxaeHue K
rPAXOAH OBMAHHBIM NMYTEM BbINOSIHEHUIO BONN TPETHUX N

O MOHGTMSEHMH Nonb30BaTend CeT MHTepHeT,

o Bpen ncuxuyeckomy, HpaBCTBEHHOMY U
T.e. N0SIb30BaTENb CTAHOBUTCSA TOBAPOM

[YXOBHOMY 3[I0POBbI0 rpaxaaH

) HapymeHme NpaBa Ha JIN4YHYH XU3Hb

MaHunynuposaHne cyObEKTOM NepPCOHaNbHbIX
[1aHHbIX
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[NPABOBOE PEIYNNIMPOBAHUE 3ALLUUTBI NMPAB
CYBBbEKTOB NEPCOHAJIbHbIX OAHHbIX

& KOHBEHLMA COBETA EBPOINbI
O 3awmTe husndecknx nuL Npu aBToMaTU3MPOBaHHOK 0bpaboTke nepcoHanbHbIX AaHHbIX ETS Ne 108

 ©ENEPANbHbIA 3AKOH POCCUUCKOW ®EOEPALIN
«O NepCoHanbHbIX JaHHbIX»

™ ®ENEPAIbHbIA 3AKOH POCCUACKOW ®EQEPALIUK
«O6 nHdopmaLmn, MHHOPMALIMOHHBIX TEXHOMOIMSIX U O 3aLmMTe UHOPMaLIUMY
(B yacTn nopsiaka GrokMpoBKM MHGopMaLMK B ceTn HTepHeT)

& MOCTAHOBNEHWE NMPABUTENLCTBA POCCUUCKOW ®EQEPALIUK
«O denepanbHoit cnyxbe no Haa3opy B cdepe CBA3M, MHOPMALMOHHBIX TEXHONOTMI 1
MaCCOBbIX KOMMYHUKaL|MA»
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HAPYLUEHUA NMOPAOKA OBPABOTKU NEPCOHAJIbHbLIX JAHHbLIX B CETU UHTEPHET

L Heperynupyemsbiin 060poT MH(OpMaLMK, coaepkallen nepcoHanbHble AaHHbIe

J HecootsetcTBME 06p860TKif1 NEPCOHallbHbIX [AdHHbIX AEKNapupyemMbiM B M0J1b30BATENIBCKNX
cornateHnAax MHTEDHGT-KOMI’I&HMH Lenam 06p860TKM NepCoOHanbHbIX AaHHbIX

O Céop w© aHanu3 nepcoHanbHOM WHGOpMauuMM Monb3oBaTenien, B TOM  YHUCHe,
NepcoHNULMPOBAHHON 3aMHTEPECOBAHHOCTI NOMb30BATENS K ONpedeneHHbIM ToBapam

 Vcnonb3oBaHue nepcoHanbHbIX AaHHbIX NONb3oBaTeNs ceT MIHTEPHET C LENb NPOABKEHMS
TOBapoB, paboT, YCNyr Ha pblIHKe
3 CospaHue danbLUMBbIX aKKayHTOB B COLMANbHbBIX CETAX

U Vicnonb3oBaHue NnepcoHalribHbIX AadHHbIX B KOMMEPYECKUX LIENAX

U OB6weaocTynHoCTh NMYHOW MHGOPMALK
% POCKOMHAA30P 5
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NONHOMO4YUA POCKOMHALI3OPA MO KOHTPONKO 3A COBNOAEHUEM
3AKOHOZATEJIbCTBA B OBJIACTU NMEPCOHAJIbHbIX JAHHbIX

LEEE

AUC «PeecTp HapywmTenen npaB Cy6obEKTOB NePCOHaNbHbIX AaHHbLIX»

LENb:

OrPAHUYEHUE OOCTYNA K UHOOPMALIUW, OBPABEATLIBAEMOW C HAPYLLEHUEM
3AKOHOOATENBCTBA POCCUUCKOWN ®EQEPALIUM B OBJNTACTU MEPCOHANBHbIX OAHHbIX
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HAITMYUE CUCTEMBI MO 3ALLUUTE NMPAB CYBBEKTOB NMEPCOHAIBHBIX OAHHBLIX

CNOCOBCTBYET

Ooctuxenuto BAJIAHCA uHTepecoB

JlnyHocTn, obuiecTsa v rocygapcrsa

COXPAHEHUIO

HeNMPUKOCHOBEHHOCTWU 4YAcTHOM
KU3HU

CoxpaHeHuio

NCUXONOrM4ecKoro
3a0poBbA rpaxaaH
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HupopMAHOHANS IAMATKA 1M HECOBEPIMCHHWIETHAX HO BOIPOCAM

KH(POEIONACHOCTH

B cetn «MHTepnen

KoMIOLIOTEpPHLIE BHPYCEI

KoMOeOTEpHBIH BHPYC - ITO PasHOBHAHOCTh KOMIIBIOTEPHBIX IIPOTPaMM,
OTIIHYHTEIBHOH OCOOSHHOCTRID KOTOPOIl SBIAETCH CIIOCODHOCTE K Pa3MHOKEHHIO
{(xomupoBanuio). B ponmonHeHHE K 3TOMY, BHPYCEl MOTYT HOBPEAHTH WM
MOIHOCTRI0 YHHUTOXKHUTE BCE (aiiibl U JaHHbIE, MOAKOHTPONBHRIE TIOBE30BATENHY,
OT UMEHH KOTOPOTo OBiNIa 3aMyII[€HA 3apakEéHHAS TIPOTPAMMA, A TAKKE TMOBPEIUTh
WK JIa)K€ YHHUTOXHTh OTICPAITACHHYIO CHCTEMY CO BCeMH dhaiinamu B 1ienoM. B
OOJBIHMHACTRE CTYYAEB PacIpPOCTPAHAIOTCA BHPYCHI U€PE3 HHTEPHET,

MeToab! 3AIIHTLI 0T BPEAOHOCHBIX HPOrPaAMM:

1. Hcnons3yH COBpeMEHHBIE OIECpPAlMOHHBIE CHCTEMBI, HUMEKLIHE
CEPBE3HEIN YPOREHD 3AILITHI OT BPEAOHOCHBIX TIPCTPaMM;

2. TlocrosHEO yeTaHaBnuBail naTul (IM(POBRIE 3AIIATKH, KOTOPhIE
ABTOMATHYECKH YCTAHABIHBAIOTCA C UENBI0 AOpa0OTKH IPOTPAMMBI) ¥ JIPYrue
o0HOBIIGHHA CBO€H onepanHOHHOM cHeTeMel. CkayWBail WX TOIBKO C
opunuansHoro caiita paspaborumka OC. Ecmn  cymecTByer  pexHM
ABRTOMATHYECKOTO OOHOBIIEHNS, BKIYH €I0;

3. PaGotaii Ha CBOEM KOMIILIOTEPE NIOJ IIpaBaMK IIONBE3QRATENA, 4 HE
AIMHHHCTPATOpa. JTO HE IIO3ROAMT OONBIIMHCTBY BPEAOHOCHBIX IIpOTpaMM
HHCTAILTHPORATECA HA TBOEM NEPCOHATLHOM KOMITBIOTEPE;

4. Hcnone3yii aHTHBHPYCHEIE [IPOTPAMMHEBEIE [POAYKTBI H3BECTHBIX
MPOH3BOAUTENCH, ¢ ABTOMATHYECKHM 00HOBIEHHEM 0a3;

5. Orpanuypr (QuUIMYEecKUH MOCTYI K KOMIOBIOTEPY MJIA MOCTOPOHHHX
JIALE;

6. Hcnons3yii BHEINHNE HOCHTENH HHMOpPMAanuH, TAKHE Kak (premka,
JucK unH ¢aiin u3 UuTepHeTa, TONBKO U3 IPOBEPEHHBIX HCTOYHHAKOB;

7. He oTkpbiBail KOMIBIOTEPHBIC (alNnl, MOMNYUEHHBIC N3 HEHAAEXKHBIX
HUCTOYHUKOR. Jlake Te (hainbl, KOTOPHIE IPHCTAN TBO# 3HAKOMBIA. JIydine yrouHu

y HETO, OTTIPABIIAN K OH Tebe HX.

Cernn WI-FI
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C nomompie WI-Fi MoxHO nmonyuuTh OecnnaTHbeI HHTEPHET-AOCTYI B
OOINECTBEHHBIX MECTax; Kaje, OTensx, TOProBhIX IEHTPax H asponoprax. Tak ke
ABISIETCS. OTIHYHOH BO3MOMHOCTHIO BeIX0Aa B Murepuer. Ho mHorune axcneprsl
CUYMTAIOT, YTQ 00menocTynHele WiFi cetH He SBITIOTCH O€30MaCHBIMEL

CoBeThl 10 6€30MACHOCTH PadoThI B 00IUENOCTYNHEIX ¢ceTax Wi-fi

1. He nepenaBaii ¢BOK JHYHYK) HHPOPMALHID vepe3 OOUEAQCTYIIHEIE
Wi-Fi cern. Paboras B HHX, XeNaTelbHO He BBOJUTH IIAPONH JOCTYIla, JIOTHHEL H
KaKue-TO HOMEpa,

2. Hcnonk3yit 1 0OHOBINSH aHTHBHPYCHBIE IPOrpaMMEl H OpaHaMaysp.
TeM caMBIM TEI 00€30TIACHIIE @O OT 3aKAYKH BUPYCA HAa TBOE YCTPOHCTBO;

3.  Ilpwm ucnomezosanur Wi-Fi otkmoun dyrknmo «O6muii aoctyn
thaiinam ©» nprHTepam». JlanHas (yHKIHS 33aKphiTA [0 YMONYAHHIO, OJHAKO
HEKOTOPLIC ITOIb30BaTeN akKTHBUPYIOT €€ Ans y00cTBa HCIONb30BaHU B padoTe
WK yuede;

4. He ucnons3yit nyOnwmaneri WI-FI ns mepejadr MUYHBIX AAHHBIX,
HAIIpUMED, /UL BBIXOA4 B COLHATNLHBIE CETH WIH B JEKTPOHHYK) IIQYTY,

5. Hcnmonesyii TonbKO 3amiuiieHHoe coenuHenune depes HTTPS, a me
HTTP, 1.e. npn nabope Bed-aapeca BBOIH HMeHHO «https:/»;

6. B MoOunsHoM Tenedone orkmoun Qynxiuo «lloaxmouenne k Wi-Fi
apToMaTH4yecku». He Homyckali aBTOMATHYECKOro HOJAKITFQUYEHHS YCTPOHCIBA K

cetaM Wi-Fi 0ez tBoero cormacus.

CouMAILHBIC CeTH

CouManbHas CeTh ~ 3TO CaifT, KOTOPSIH IPeNOCTARIAET BO3MOKHOCT JTHIAM
OCYIIECTBIATh 00ImMeHHe Mexay co0oii B uHTepHeTe. Yame Bcero B HHX AIA
KaKIOTO UeNOBEKA BHIICIAETCS CBOS JHMYHAA CTPaHHYKd, HA KOTOPOH OH
YKa3eIBAET O cebe pasnMuHyl HHGOPMANMI, HAYHHAS OT MMEHH, (DAMIIIHH U
2aKaHYABas JIHYHEIME GoTorpadnaMu. MHOIHe NONL30BATSNN HE IOHHMAIOT, HMTO
HHGbOpMAITHA, pazMeleHHad KMH B COIMATBHEIX CETHX, MOKET OBITHL HaiifleHa M
HCIIONIR30BAHA KeM YroJHO, B TOM 4HCIE He o0A3aTeabHO ¢ OIarnMu

HaMepeHHAMH.

OcHOBHLIE COBETEI IO G€30NMACHOCTH B COIHAJBLHLIX CETAX!
1.  Orpasuup coucok Japys3eil. ¥ Tebd B Ipy3pdax HE AOMKHO OBITE

CITYYaIHEIX M HE3HAKOMEIX JKOJSH;

[okyMeHT co3aaH B anekTpoHHowu copme. Ne 18-24601/2019 ot 22.11.2019. I TSR neras
Crtpanuua 12 n3 26. CtpaHuua cosgara: 22.11.2019 11:19 E:'i;i Canaem

OBMACTH



2. 3ammial CBOIO YACTHYH) KW3HB. He yKazwIBail maponH, TenedoHbl,
afgpeca, JaTy TBOETO POXKIAEHHA H  JPYIYK) JHYHYID  HHPOPMALHID,
3NOYMEBIIUIEHHHKHA MOTYT HCIIOJB30BATE JIAKe HHPOPMAITHEY O TOM, KaK Thl H TBOH
POANTENN IIAHHUPYETE NPOBECTH KAHNKYIIEI;

3. 3anmiail cBo penyTarMio - JEPKH e¢ B YHCTOTEe M 3ajaBail cebe
BOTIPOC: XOTEN O TBI, UTCORI APYIAE NONB3OBATETH BUCIH, UTC ThI 3aTPyKaeib?
ITomymMait, mpesk/e YeM YTO~TO OIyOIHKOBATH, HAIIHCATE M 3aTPy3HTh,

4. Ecnm Te! FOBOpHIIE ¢ M30ABMH, KOTOPBIX HE 3HAEIb, HE HCIIOJb3YH
CROE PEANBHOE HMS M JIPDYTYIO JHYHYI0 HHQOPMAIIMH: UM, MECTO XHTEIbCTRA,
MECTC yuedRI U mpovee;

5. Hzberaii pazMemenus dotorpadmit B Uuteprete, TAe Thl H300pakeH
Ha MECTHOCTH, 110 KOTOPOH MOXKHQ OIIPEICIHTE TBOE MECTOIIOIOKCHHE,

6. Ilpn perncTpanMy B COIMANBHONH CETH HEOOXQMUMO HCIIQIB30BATH
CIIOKHBIE TIAPOTH, COCTOSINHE H3 OYVKB U M) H ¢ KOTUYECTROM 3HAKOB HE MEHEee
8;

7. Jns coumanbHOH cerd, MOYTEL W APYIAX CalTOB HEOOXOIHMO
KCIONB30RATE pasHule naponu. Toraa eciu Teds B3NOMAIOT, TO 3IOYMBIILIEHHHKH

HOIy4aT AOCTYIE TOJILKO K OJHOMY MECTY, a He BO BCe cpaly.

JIEKTPOHHBIE ACHLETH

JNEKTpOHHBIE NEHBIM — 3T0 QYeHb YAOOHBIH cnocof Iatexeii, ogHako
CYIIECTBYIOT MOMIEHHUKH, KOTOPEIE XOTAT IIONYYUTE 3TH JIEHBIH.

DNEKTPOHHBIE JEHbIH MOABHIHCH COBCEM HEABHO M HMEHHO H3-3a 3TOTO BO
MHOTHX TOCYAApCTRAX IO CHX TIOP He IMPOIHCAHO IIPO HHX B 3aKOHAX.

B Poccun xe oHr QYHKIIHOHHPYIOT M O HHX YK€ [IPOIIHCAHC B 3aKOHE, IIE
HX pa3fensgidT HAa HECKONBKO BHIOB - AHOHHMHEIC M HE¢ aHOHHMHEBIe, PazHuia B
TOM, YTO AHOHHMHEIE - 9TO T€, B KOTOPEIX Pa3pellacTcd IPOBOAHTH onepanuu Oe3
HACHTHQHUKAIIME  TIOTIB30BATENA, 4 B HE AHOHUMHBIX  HACHTA(QHKAIMM
MIOTIBE30BATENS ABIACTCA 00A3aTeTBHOH.

Takxke cnemayer pa3nH4YaTh HAEKTPOHHEIE (PHATHEIE MAEHHIH (PaBHEL
rOCYJapCTBCHHBIM BANIOTaM) M 3IEKTPOHHBIE He(HATHBIE NCHBIH (HE DPAaBHEI
TOCYJapCTREHHBIM BAITFOTAM ).

OcHoBHBIE COBETHI IO Ge30NMaCHOH padoTe ¢ MNeKTPOHHEIMH TeHbIAMH:

1. TlpuBsmkH K cueTy MOOHIBHEIA TelnedoH. IT0 caMblll yIOOHBIL H

OBICTpBIE cnoco0 BOCCTAHOBHTL JoCTYN kK cuery. [lpuBsianHblii TenedoH
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MOMOXET, ecNH 3a0yjenlb CBOH INMATEXKHBIH IAPONbL WM 3aiienib Ha CadT C
HE3HAKOMOIO YCTPOHCTBA,

2. Hcnone3yit onHopaszoBbie naponu. Ilocne nepexoja Ha yCHIEHHYIO
ABTOPH3ALMID TeDe yxe He Oy/eT YyrpokaTh OMacHOCTE KpaXy WIH T€pexBata
THIZTEKHOTO HapoJIs;

3. BribepH ¢imokHEIHA 1apons. IlpecTynaukaM OyaeT He MPOCTO yraJaTh
CIIOXHBIN Mapoik. HajexHbie Maponu — 3T0 NAPONH, KOTOPEIE COJIEPKAT HE
MeHee 8 3HAKOB H BKNIUAIOT B ¢e0A CTPOUHBIC M NPONHCHEIE OYKBBI, IH(PH H
HECKOILKO CHMBOJIOB, TAKHE KaK 3HAK AolUiapa, (FyHTA, BOCKIHTIATEIRHBIH 3HAK 1
T.0. Hampumep, StROng!;;

4. He BBOM CBOH NUYHEBIC JAHHBIE HA CAWTAX, KOTOPBIM HE JIOBEPACIIb.

JIEKTPOHHAN NOYTA

DNEKTPOHHAS TIOUTA — ITO TEXHONOTHA A TPEAOCTABISEMBIE €10 YCIYTH TI0
NEPECBITKE U TTONYHEHHI) DIEKTPOHHBIX COODINEHMI, KOTOPEIE pacpeAeisiioIca B
KOMITBIOTEPHOH cetH. (OOBYHC 2NEKTPOHHBIA [OYTOBBEIH AIHK BBITIAAUT
CIIeIYIOUHM 00pa3zoM: MMS MOJIb30BATeNA(@HMA_JoMeHa. Talke KpoMe nepeaayy
IPOCTOTO TEKCTA, HMEETCH BO3MOKHOCTE TiepeAaBars (haiinL.

OcHOBHLI¢ COBETEI IO 0230NACHOH padoTe ¢ AIEKTPOHHOH MOYTO#H:

1. Hano BeiOpaTh npapuibHeii noutornlil cepBuc. B IHTepHeTe ecThb
OTPOMHEII BEIOOp OecIUIaTHBIX NOYTOBLIX CEPBHCOB, OJHAKO JIYHINE JOBEPATH TEM,
KOT0O 3HACIIL H KTO NIEPBEII B PEHTHHIE;

2. He yxa3piBaii B nuuHoil noure mwuHyW uHdopManmio. Hanpumep,
Tyy4ile BRIOPAaTh «MYy3BIKATGHEIN damaT{@» umu «pok2013» BMecTo «reMal 3»;

3. Hcnone3yii ABYXITAaNIHYI0 ABTOPH3ALHIO. JTO KOrAa [IOMHMO IIApoid
HYXXHO BBOIUTH KO/, IPUCEIIaeMBIi mo SMS;

4. BribepH crmoxHbIi mapoib. Jm4 KaxIoTro MOYTOBOIQ AINHKA TOIDKEH
OBITE CBOH HAJCKHEIH, YCTOMYMBEIIH K BIIOMY TIAPOIE,

5. Ecnn ecTh BO3ZMOXKHOCTHE HAIMCAThL CAMOMY CBOH JIHYHBIH BCIPOC,
HUCTOJIB3YH 3TY BO3MOKHOCTE,

6. Hcnonesyii HecKOIBKO TOYTOBEIX AmMUKOB. [lepBriit anda 4vacTHO#M
MEPENTHCKH ¢ apPecaTAMi, KOTOPEIM ThI I0OBEpseIb. JIT0O INEKTPOHHBIA ajpec He

HaJ0 HCIONL30BAThH OPH PeTHCTPAIHH Ha PopyMax H caiitax;
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7. He oTkpniBail dafinel 1 APYTHE BIOXKEHUS B IHChMax JaXe ecly OHH
NPHINIY OT TROMX Apy3eil. Jlydine yrouHH y HHUX, OTOPABISUIM M OHH Tede 3TH
thaine;

8. Ilocne okonvyanud pabOTHI HA MOUTOBOM GEPBHCE NEpel 3aKphITHEM

BKJIAJIKH ¢ CANTOM He 3a0yh HaXXaTh HA «BRIATID.

Kufep0yaIunr HiiM BUPTYAILHOS H3I¢BATEILCTBO

KubepOynnuur —  mpecnefoBaHue  cOCOIEHHSAME,  COAEPXKAIHMU
ockopbOnenus, arpeccHro, 3allyTHBAHHE; XYIUraHcTBO; COLIMANBHOE
00HKOTHPOBAHNE ¢ IOMOIIBIO PA3IHYHBIX HHTCPHET-CEPBHCOB,

OcHoBHBIE cOBETHI IO GOPLOE ¢ KHOEPOYIITHHIOM:

1. He opocaiica B 6oit., Jlywimnmit cOooco®: mocoBETOBATBCH Kak cels
BECTH ¥, €CJIH HeT TOr0, K KOMY MOXHO OOpaTHTLCA, TO BHa4alle YCIIOKOHTHCS.
Ecny ThI HaYHENL OTBEYATh OCKOPOIEHHAMH HA OCKOPONEHHS, TO TOIBKQ €nle
OOJIBINE Pa30XOKeNTh KOH(IIHKT;

2. Ympasusii croeil kubeppenyTalueii;

3.  AHOHHMHOCTE B ceTd MHHMAA. CYIIECTBYIOT CIIOCOOBI BBISICHUTE, KTO
CTOHT 34 AHOHMMHBIM AKKAYHTOM;

4. He cronT BecTH XynHMraHcKHE 00paz BUpTyalbHOH *u3HH. MHTepHET

{huKCUpYeT BCE TBOM JCHCTBUA M COXpAaHMET HX. YJalWTh uMX OyIeT KpaiHe

3aTPYAHUTENBHO;,
5. Benau cebg pexxnnpo;
6. Hrbmopupyii enuupuuHbli mHeratHB. (JHOpa30BEE OCKOPOMTEILHEIS

cooOllleHHA nydnie HrHopupoBaTk. (OOBMHO arpeccus TIpeKpamaercs Ha
HadalbLHOH CTa iH,

7.  ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIME COQOIEHHIMH,
B COIMANBHBIX CETAX €CTh BOIMOMKHOCTH OJIOKHPOBKH OTIPABKH COOOLICHHI ¢
OTIpEACTICHHBIX aApPeCoB;

8.  Ecmm tH cBuperens kunOepOymnuuara. TeoW JeHCTBHA! BBEICTYIIWTE
NPOTHE MPECIeAOBaTeNs, MOKA3aTh €My, YTO €ro JEeHCTBHA OIEHHBAKOTCH
HETATHBHO, MOANCPXKATE KEPTBY, KOTOpO# HYXHa MCHXOIOTHYECKAS MOMOII,

COOOIIHTE B3POCITBLIM 0 (DaKTe arpecCUBHOTO MOBEACHNS B CETH.

MoOHaLELIH Teaedon
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Cospemennble cMapTHOHBI 1 TUIAHITIETHI COJAEPKAT B ceDe BIIOJHE B3POCIbIN
(hyHKIMOHAT, H TEeNeph OHH MOTYT KOHKYPHPOBAaTh CO CTAHOHAPHBIMH
KOMIBKOTepaMH. OHAKO, cPelICTB 3AIHTH A1 MOACOHEIX YCTPOHCTB HOKA OYEHE
ManQ. TecTHpPOBAaHHE M NOHUCK VI3BEMOCTEH B HHX [POHCXOJUT HE TakK
HHTEHCHBHO, Kak jiud 1K, To ke camoe Kacaercd 1 MOOIIbHEIX MPHIOKEHHIL.

CoBpeMeHHble MOOMIBHEIE ©Opay3epbl YK€ MNPaKTHYECKH JOTHAIH
HacTONBHbIE AHATOTH, OJHAKO paciuupenHe (PYHKIIHOHATA BiledeT 3a coboil
OONBIHYKY CIOKHOCTE U MEHBIIYIO 3ANHINEHHOCTh.

Jlaneko He Bce NPOW3BOAMUTENH BHIIYCKAIOT OOHOBIEHMS, 3aKPHIBAIOIIHE
KPHTHY€CKHE YAIBHMOCTH Al CBOMX YCTPOHCTB.

OcHOBHBIE COBETHI JUIS HE30MACHOCTH MOOHIABHOTO TelejhoHA:

1. By ocTOpOXKEH, Belh KOTAa Tebe mpeaiaraloT OeciaTHbIil KOHTEHT,
B HEM MOTYT OBITh CKPEIThI KAKHE-TO IUIATHBIE YCITYTH;

2. Hywmaii, npexae uemM oTnpaBurs SMS, doTo umu sumeo. Tol TOUHO

3HAEMIb, TAI¢ OHH OY/YT B KOHEYHOM HTore?

3.  Heofxonumo 0OHOBISITE ONEPAIIHMOHHYIO CHCTEMY TBOEro cMapTgoHa;
4.  Hcnonw3yii aHTHBHPYCHEIE TIPOTPAMMEL AN MOOHIBHEIX TEIE(POHOB;
5.  He 3arpyxait IpaI0XeHHsA OT HEH3BECTHOTO HCTOYHHKA, BEb OHH

MOT'YT COAEpXKATh BPEAOHOCHOE NIPOTpaMMHOE o0ecledeHHeE,

6. Ilocne TOro kak THl BHIHACINE ¢ CAlTa, IA€ BBOJAHJI JIHYHYK)
HHG}OpMAITHIO, 3aiiIH B HACTPOUKY Opayiepa U yiaann cookies;

7. llepuoaudeckd NpoBepAl KakHe IUIATHBIE YCIYTH aKTHBHPOBAHEL HA
TBOEM HOMEPE;

8.  [laeaii cBoli HOMEp MOOHMIBHOIO TeleoHA TONLKO JNIOIAM, KOTOPEIX
THI 3HACHIEL H KOMY JOBEpSEIlE,

9. Bluetooth nomwken OBTH BRIKIIOYMEH, KOTAA TH MM HE TIONB3YEHILCA.

He za0r1Bail HHOTA IPOBEPATD 3TO.

DOHIIMHAT HAK KPAKA THYHLIX JAHHBLIX

I'naBHas 1eas GuuUAT - BUAa HHTEpHET-MOIIEHHHYECTBA, COCTOUT B
MONYYEHHH KOH(MUIEHITHANBHEIX JaHARX TONB30BaTeNnei — NOTHHOR W TIaponeii.
Ha anrnmiickoM a3wike phishing uuraerca kax dunmmur (ot fishing — pridnas
T0BIA, password — mapons).

OcHoBHbBI¢ COBETEI IO (0PLOE ¢ PUIIEHTOM:

[okyMeHT co3aaH B anekTpoHHow copme. Ne 18-24601/2019 ot 22.11.2019. I TSR neras
Crtpanuua 16 ns 26. Ctpanuua cosgara: 22.11.2019 11:19 E:'i;i Canaem
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1. Cneau 3a cBOHM akkKayHToM. Ecnm THI NOA03peBaemb, YTO TBOA
agKeTa OpuIa BIIOMaHa, TO HEOOXOMHMO 3a0NOKHPOBaTh €€ H  COQOOINHUTH
AJIMAHHCTPATOPAM pecypca 00 ITOM KaK MOKHO CKopee;

2, Hcnomszyii Oe3onacHbie BeO-calfiTEl, B TOM UHCHE, WHTEpHET-
MAra3dHOB U IOUCKOBBIX CHCTEM;

3. Hcnons3yii CIOXKHBIE U pa3fble napond, TakumM oOpazom, ecnu Teds
B3IOMAIOT, TO 3TOYMEIIUIEHHAKHK IOJIYYAT JOCTYIl TONBKO K OJHOMY TBOEMY
npOGUIIO B CETH, a HE KO BCEM;

4.  Ecnu tebs B3nomany, TO HeoOXOAHMO HOPeAYNPEAHTh BCEX CBOHX
THAKOMBIX, KOTOPBIC J00ABIEHbI ¥ TeOS B JPY3bAX, O TOM, YT TeDS BIIOMATH H,

BO3MOKHO, OT TBOETO MMEHH Oy/IeT pacchlIaThes craM K CChUIKH Ha (PUITHHIOBLIE

CaNTHI;
5.  YcraHoru HajexHsli napons (PIN) Ha MOOHIBHEIH TenedoH;
6.  OTWIOUH COXpaHEHHE NaponA B Opaysepe;
7. He oTkpbIBail ¢aiinel 1 JpyTHe BICKEHHUS B IHCBMAaX JaXe ecly OHH

NPHIIK OT TROMX Jpy3eil. Jlyvile yrouHu y HUX, OTIIPABISUIM JIH OHU Tebe ITH

thaiinel.
[okyMeHT co3aaH B anekTpoHHow copme. Ne 18-24601/2019 ot 22.11.2019. I TSR neras
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MpaBuaa desonacHozo
nobedeHusa

6 cemu UHmepHem

019 o1 22.11.2019. | RERHHIPAREKOR
0



KAK TEBA 30BYT?

B KAKOM KNACCE 1 KAKOW

KO TEBE NET?
CKOMbKO TEBE NET* LUKONE Thl YYULLIECA?

KAKOIro Y4CNA Y TEBA

AEHb POXOEHWA? FAE Tbl XMBELLb?

NPABHTENLCTEO
NEHHHTPABCKOH
OBNACTH

Crtpanuua 19 13 26. CtpaHuua coszgaHa: 22.11.2019 11:19



YUmo makoe AuYHble UAU NEPCOHAAbHbIE DaHHbIE?

B@ﬂj MH QEMAuMﬁ
KOTOPAﬂ NO3BONSET

VCTQE;OBMT&;BQIQ
IMYHOCTb

HOMEP LIKONbI, KNACCA

[OMALLHWA ADIPEC

ﬂoxyme CO3[aH B 3MEeKTPOHHOW cbopme Ne 18-24601/2019 ot 22.11.2019. T neASMTEnSCTSQ
Crpanuua 20 u3 26. CTpanuua ¢ a:22.11.2019 11:19 oo



Kakyro ungopmayuro Mol yauje Bcezo pasmeusaem o cede?

®OTOrPA®UN,
UMA U BO3PACT

HOMEP
BEAHKOBCKOW

i

FOE XXWBEM, B KAKOM
KNACCE W LLKONE
YYUMCA

[okymeHT cosaaH B anekTpoHHon chopme. Ne 18-24601/20

PERHHIPARCKOM
CtpaHuua 21 13 26. CtpaHuua cosgaHa: 22.11.2019 11:19 ﬁ pielie



2po3bl Brevem decnedHoe omHOWIEHUE K AUYHBIM DAHHBIM?

TBOW ®OTOIPA®UU

Y TEBSI MOXET PASMECTAT B UHTEPHETE NOKA TEBSA
NOABUTLCA - BE3 TBOErO PA3PELLUEHWA W POOUTENEW HET JOMA
BMPTYANbHbIN ABOWHMK 3MOYMbILUNEHHUKA MOTYT
MPUATU U OBOKPACTb OM
TEBSA MOTYT HAYATb
TPONNUTB
BUPTYATNBHbIA OPYF OINATA KAPTOW POOUTENEW
MOXET OKA3ATLCS BUOEOUIP U NPUNOXEHWUNA
BAHOUTOM B XU3HW MOXET NMPUBECTU K KPAXE
[EHET C X KAPT

[lokymeHT cosaaH B anekTpoHHon chopme. Ne 18-24601/2019 ot 22.11.2019. d |
CTtpaHuua 22 u3 26. CtpaHuua cosgaHa: 22.11.2019 11:19 ﬁ OBAACTH



Mpabuaa 3ausumol nepcoHaAbHbIX JAHHBIX

EcAu mede npedrazaem

Uenonbsyii He ocmabasii Bempemumeocs
Bmecmo umeHu He ykaswvibaii AUYHYHO Bupmyanohuiii dpyz —  OzpaHudb docmyn
HUK, KAPMUHKY 6 Cemu, uHgpopMauyuto o cede nocoBemyiicsa K cg:aemy npoguaro
Bmecmo gpomo u 20e mol Xubewb u 6 coyuaneHbix cemax ¢ podumersmu 8 coyuanvHoii cemu

Hble

He omnpabasii cmc Ha He cmabe He ckayubaii He pacckasvibaii, He 3HakoMbcs
KopomKue Homepa, He 2€0A0KAYUHD NPUAOXKEHUS Kozda 6 unmepreme
cooduiali HoMepa nod cBoumu ¢ HenpoBepeHHbix U Kyda e3duwb
daHkoBckux kapm, nocmamu caiimoB, yemarobu ¢ podumersmu

cBoeii uru podumeneii anmubupyc omabixamo

NPABHTENLCTEO
NEHHHTPABCKOH
OBNACTH

CrtpaHnuua 23 13 26. CtpaHuua coszgaHa: 22.11.2019 11:19



TPOJITNHT — BUA xynuraHcTea B cetu, popma
NPOBOKaLWU UNU U3[eBaTeNbCTBa. TPONIb
NUTAeTCA HeraTUBHbIMU 3IMOLMAMM, OH 33JaeT
0buaHble BONPOCHI, MOXKET 0CKOPbNATb,
N34eBaTbCA, BBICMENBATb BHELWHMIW BUA, POCT,
BeC, Nnncatb 0bnaHble c10Ba NPO POLHbLIX U

Apy3ei

Echu Teba obuxKatoTt B cetu, To nomHu [NTABHOE
MPABUAIO —

HE KOPMUW TPOJINA

Kak ToNbKo nepecTtaHellb pearMpoBaTb Ha HEro,
OH 04YeHb bbICTPO NoTepAaeT nHTepec. Moxelb
NoXanoBaTbCA Ha HEro uam coobwmTsb 0
TPONIMHIE aAMUHUCTPATOPY CanTa

[okyMeHT co3aaH B anekTpoHHow copme. Ne 18-24601/2019 ot 22.11.2019.
Crtpanuua 24 ns 26. CtpaHuua cosgara: 22.11.2019 11:19

NPABMTENLCTBO
NEHWHTPALCKOM
OBMACTH



KUBEPBY/IJTUHTI — 310
MCNONb30BaHUE
COBPEMEHHbIX
TEXHONOTUI C LUEeNblo
06MAaeTb, YHU3NUTD,
3anyratb Unu
npecnenoBaTbh APYroro
YyesioBeKa

[0oBOPA NPOCTbIM
A3bIKOM, 3TO TpPaBAA,
nepeHeceHHas B CeTb
NHTepHeT

— HuKorga He NnpuHUMan cam
y4acTue B MHTEPHET-TPAaB/1e KOro-
nmbo

— YCTaHOBU HACTPOMKM
NPUBATHOCTU, YTOObI HE3HAKOMbIE
N0AM He MOM/IU NncaTb Tebe nam
OCTaB/IATb KOMMEHTapPUK NOA
TBOMMU POTO

— Hukorga He oTBeYan Ha bynnuHr
— [lenait CKpUHLLOTbI BCEX
coobuieHnn n coobum o Tpasne
aAMUHUCTPATOPY pecypca —
3a4YMHLLMKA TpaBaKn 3ab6N0KMpYHOT
— [106aBb €ro B YepPHbIN CMUCOK

— MNoroBopu o npobneme c Kem-
HMOYAb U3 B3POC/bIX, y4LLE C
POANTENAMM — OHM NOAAEPHKAT U
nomoryT cobpaTb AOKa3aTenbCTBa
M HAaWTU BbIXO4, U3 C/IOXKMBLUENCA
cUTyauuu

[okyMeHT co3aaH B anekTpoHHow copme. Ne 18-24601/2019 ot 22.11.2019.
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NPABMTENLCTED
NEHHHIPALCKOW
OBNACTH



NEPCOHANBHBIEAAHHBIEAETH

YTO Thl 3HAELLb O 3ALLWATE
NEPCOHANBHBIX JAHHbIX?

AssaamRREan IIII|\\\\\\\“
T e W R U 8
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